
 

 1

 

 
 

 
Security and Civil Society 
The impact of counter-terrorism measures on civil society organisations 
 
 
 
 
Nolan Quigley & Belinda Pratten  
11 January 2007  
 
 
 
 
 
 
 
 
 
 
 
 
Embargoed to: 1am on 24 January 20071:   

                                            
1 NOT FOR DISSEMINATION BEYOND ADVISORY GROUP IN ADVANCE OF EMBARGO 
DATE WITHOUT PERMISSION OF Nolan.Quigley@ncvo-vol.org.uk 
 



 

 2

About this Report 
This report is the product of an advisory group, set up by NCVO and chaired by Lord 
Plant of Highfield.  Its goal was specifically to look at the impact of terrorism and 
counter-terrorism regulation and legislation on charities and voluntary organisations 
here in the UK.   
 
The advisory group first met on 11 October 2006.  It conducted its work through three 
working groups which reported on 8 December 2006.  (The group’s terms of reference 
are in Annex 2 to this report.)   
 
This report coincides with the publication of a review conducted by the Home Office 
and H.M Treasury on this matter. The apparent lack of meaningful open consultation 
with the voluntary sector about the Home Office/Treasury Review, thus far, is striking 
and concern is mounting within the sector about the implications of the Review and 
any changes in the nature and scope of regulation which may arise out of it.  This 
report offers a distinctive and long overdue voluntary sector contribution to the debate.   
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“We cannot compromise on the core values [...]. In 
particular, human rights and the rule of law must 

always be respected. As I see it, terrorism is in 
itself a direct attack on human rights and the rule of 

law. If we sacrifice them in our response, we are 
handing a victory to the terrorists.”  2 

 
Kofi Annan, former Secretary General of the United 

Nations 

                                            
2 (Kofi Annan) Key Note Address, Closing Plenary, International Summit on Democracy, Terrorism and 
Security, 8-11 March, 2005, Madrid, link to address at: http://english.safe-democracy.org/keynotes/a-
global-strategy-for-fighting-terrorism.html) 
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Foreword 
The charitable sector, the voluntary sector, the third sector - call it what you will, plays an 
enormously important role in British society.  It is a manifestation of the vibrancy of civil 
society in Britain and is an embodiment of active and concerned citizenship.  This has 
been noted and indeed celebrated by senior politicians and in all parties.  Charities are 
among the most trusted institutions in the country.  They have achieved this important 
position by acting with integrity themselves and also because they are set within a 
sensible yet robust regulatory framework operated by the Charity Commission.  
Successive British governments have seen the development of strong civil society 
institutions as central to the development of democratic institutions in other parts of the 
world and this is a recognition of the central role that they have played in sustaining 
democracy and pluralism in our own country. 
 
There is no doubt that the UK faces a very serious threat of terrorism and it is certainly 
the duty of government to ensure that institutions in UK society, whether they are in the 
public sector, the private and business sector or the third sector of voluntary 
organizations, are not open to abuse and infiltration by terrorist groups.  However, 
because of the centrality of the voluntary sector to precisely the way of life we are 
seeking to defend in an uncertain world - a way of life characterised by freedom, 
diversity and democracy - it is very important that any approach to the sector inspired by 
a legitimate concern with counter terrorism should be sensitive and not undermine 
general confidence in the sector whether on the part of donors, volunteers or 
beneficiaries of the work of the sector. 
 
Animated by this concern, NCVO have produced this report which will be published to 
ensure that there is an informed debate about proposals that the Government may make 
in light of the Joint Home Office and Treasury review of the threat to charities.  We need 
to be very wary of generalisations which may undermine precisely the institutions which 
the Government itself endorses as  central to modern Britain and to look very closely at 
any proposals that might lead to an undermining of the sector. 
 
NCVO is very grateful to all those who, in a spirit characteristic of the sector, have 
contributed freely and voluntarily to the deliberations of the group.” 
 
Lord Plant of Highfield 
House of Lords, Professor of Jurisprudence, The Law School, King's College 
London 
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1.Executive Summary 
 
1.1 At first sight, terrorism may not seem to be an issue which concerns charities and 
voluntary organisations here in the UK. However, over recent years there have been 
several different statements from key national and international bodies suggesting that 
the voluntary and community sector is at particular risk of being abused by terrorists and 
terrorist related organisations. This has given rise to a number of initiatives from different 
sources addressing different aspects of this perceived risk to the sector   For example3:  
 

 A proposed EU Code of Conduct for Non Profit Organisations was tabled in 
2005. 

 
 The international Financial Action Task Force (FATF) has agreed that 

measures in “special recommendation 8” should be implemented by signatory 
countries to address NGOs’ risk to terrorist use. The UK holds the Presidency 
of the FATF during 2007.  

 
 In October 2006 the Chancellor of the Exchequer alleged in a speech at 

Chatham House that ‘many charities are at risk of terrorist abuse’, yet to date 
little evidence has been provided to demonstrate this. 

 
 The Treasury and the Home Office are currently conducting a joint review of the 

charitable sector in the UK and terrorism financing and are likely to recommend 
changes in the way charities are regulated in cases of alleged terrorist-related 
activity. It is this review in particular which has prompted the formation of the 
Advisory Group. 

 
1.2  These developments have had a negative impact on civil society organisations, 
particularly those working with Muslim communities and / or in areas where the threat 
of terrorism is high. This has been heightened by allegations implicating individual 
charities in terrorist activity - often with little or no evidence made public to 
substantiate such claims. There are also real concerns that anti terrorist legislation 
has restricted legitimate charitable activity such as campaigning (Serious Organised 
Crime and Police Act 2005) and the provision of humanitarian aid in certain parts of 
the world (Terrorism Act 2000).  
 
1.3  Much of the impetus for this has come from the United States. The US has led the 
way in terms of imposing ‘voluntary’ restrictions on civil society organisations, 
particularly on grant makers, backed up by the threat of criminal sanctions. The US 
Treasury also has the ability to proscribe (or ban) organisations working in other 
countries, such as the UK, without making evidence available either to the 
organisation concerned or to the relevant authorities in its country of origin.  
 

                                            
3 More detail is given in Annex 1. 
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1.4  We recognise the very real threat posed by terrorism and the need for robust 
action to counter this. This includes the need to address specific threats directed at 
the voluntary sector. However, the initiatives proposed thus far have been very heavy 
handed: for example, they have tended to assume that because a small number of 
charities have been implicated in investigations into terrorist activity, all charitable 
organisations are at risk. In fact, given that there are approximately 169 000 general 
charities4 in the United Kingdom, the number investigated for links to terrorism is a 
minute proportion of the total.   
 
1.5  Initiatives to reduce the risk of charities being abused by terrorists, such as those 
described above, have been developed without the involvement of the sector and with 
little understanding of voluntary organisations or the environment in which they 
operate. As a consequence these measures are unlikely to be effective and may 
actually be counter-productive, because they are not sufficiently targeted on specific 
risks and vulnerabilities. The sector is seen as being part of the problem, not part of 
the solution. 
 
1.6  A further concern is that these initiatives and proposals do not take account of the 
valuable contribution voluntary and community organisations make to civil society, for 
example by promoting freedom of association and freedom of speech, as well as by 
building links within and between communities and nations. They also provide tangible 
benefits, such as humanitarian relief or poverty-eradication strategies, to people in 
some of the poorest and most disadvantaged parts of the world. This contribution 
needs to be valued and respected by the UK Government and international bodies as 
an integral part of a counter terrorism strategy 
 
This report 
1.7  Using case studies from within the UK and further afield, this report looks at the 
impact of counter-terrorism measures on the voluntary and community sector. In 
particular it focuses on the often unjustified and insensitive targeting of Muslim 
organisations, as well as of charities in general, and the impact of anti-terrorism 
legislation and regulation on NGO activity overseas. It suggests that by focusing on 
the risk to the sector, anti-terrorism measures will have the opposite effect to that 
which is intended: undermining rather than protecting the interests of charities and 
their ability to provide aid to those who need it most and distracting attention from the 
particular risks that leave some organisations vulnerable to abuse by terrorists.  
 
1.8  The third section of this report examines the regulatory framework in which 
charities operate. In particular it highlights the valuable oversight provided by 
independent civil regulators in the UK. Indeed the presence of independent charity 
regulators is one of the significant differences between the UK and the United States.  
The fact that these regulators operate independently of both government and the 
charitable sector, is vital: external regulation safeguards public trust and confidence in 
the sector and protects it from political interference. However, undue regulation can 

                                            
4 Source: NCVO Almanac 2006 
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and does impose disproportionate burdens on organisations. It is important that a 
distinction is made between external regulation (what charities must do) and the 
development of good practice guidelines, which should come from the sector itself.  

 
1.9 This section focuses particularly on the formal charitable sector in the UK. This is 
because registered charities already operate within a legal framework, are externally 
regulated and therefore likely to bear the brunt of any increased burden of regulation. 
They also have most to lose if charities and terrorism become associated in the public 
mind. However, within civil society there are also many private, informal voluntary and 
community organisations that have no legal existence and are therefore not amenable 
to regulatory oversight or scrutiny. Without devaluing the contribution such 
organisations can make, it must be recognised that they will not be affected – or 
protected - by further regulation. 
 
1.10  Included in an appendix to the report is an in-depth legal opinion on the 
implications of the UK’s anti-terrorist finance regime on charities and other non-profit 
organisations prepared by Edward Fitzgerald QC and Caoilfhionn Gallagher for 
NCVO’s Advisory Group. This specifically addresses the legality of funding 
humanitarian aid projects in countries governed or controlled by terrorist groups and 
considers what changes could be made to improve the existing law.  
 
1.11 Their view is that ‘the existing terrorist financing laws are breathtakingly broad. 
They are motive-blind and on the face of it appear to criminalise any humanitarian 
work in certain areas of the world.’ They recognise the ‘chilling-effect’ that this has had 
on the sector, particularly amongst smaller charities and Muslim charities who in 
practice are at greater risk of being prosecuted or investigated or having their assets 
frozen. Yet they also suggest that a number of defences may be available in cases 
where organisations have inadvertently fallen foul of the system, either under Article 7 
of the European Convention on Human Rights, which requires certainty in law, or from 
a common law defence of necessity. 
 
1.12  However, it is the current uncertainty in law that raises concerns, leading to a 
restriction of legitimate, benign – and much needed - humanitarian funding and 
assistance as charities and donors seek to stay within the law. They therefore 
recommend that an explicit ‘good faith’ defence - based on the twin principles of 
necessity and good faith - be introduced specifically for charities providing 
humanitarian aid in areas where it would be otherwise impossible for such aid to be 
provided.  
 

Recommendations 
 
1.13 There is of course a real terrorist threat and governments need to act to protect 
their citizens. To help achieve this end the Advisory Group makes the following 
recommendations to ensure that the risk of charities being abused by terrorist 
agencies is addressed in the most effective way: 
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a) Greater clarity and certainty is needed to ensure that legitimate 

humanitarian work funded and/or undertaken by charities is not 
criminalised by terrorist financing laws. A stand-alone ‘good faith’ and 
necessity defence for humanitarian aid cases should be created. 

 
b) Existing legal and regulatory requirements on charities must be fully taken 

into account before new duties are imposed on the sector. Any new 
measures must be proportionate and evidence-based. 

 
c) Government should work with the sector to develop and disseminate good 

practice and promote sector-led capacity building initiatives to enable the 
sector to develop appropriate responses to any suspect activity. There 
should be an emphasis on self-regulation where appropriate, building on 
the work currently underway within the sector, for example in relation to 
fundraising.  

 
d) Any new legal or regulatory requirements must not be introduced without 

broad and meaningful consultation with the whole voluntary and 
community sector.  This must be in complete compliance with the 
Compact between the voluntary sector and the government; particularly to 
the Compact Codes on Consultation and Policy Appraisal and Black and 
Minority Ethnic Groups. 

 
e) The independence and impartiality of the UK charity regulators must be 

protected and strengthened. They should not be, or be seen to be too closely 
allied either to government and the security services or to those they 
regulate. 

 
f) The charity regulators and charities should take steps to increase public 

awareness and understanding of charity and charity regulation in order to 
promote public trust and confidence in the sector. 

 
g) Government should also recognise and value the steps taken by individual 

charities and trusts to mitigate the specific risks faced by their 
organisation, and work with these rather than impose models. 

 
h) Civil society organisations can play a vital role in promoting social 

inclusion and building social capital. Organisations active in Muslim 
communities in particular can offer a constructive, legitimate channel for 
the disaffection often quoted as a reason why people turn to terrorist 
activities. Therefore particular support is needed to build the capacity of 
independent community groups in Muslim communities here in the UK.   

 
i) Civil Society as a whole should not be demonised for the actions of a few 

organisations.  Instead a civil society actively sought by government as a 
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partner with expertise and experience to share would do much to build 
bridges between communities and combat against genuine abuses within 
the sector. 

 
j) The risk of funds going towards terrorism in third countries can be 

minimised through the use of proven local intermediaries.  The appropriate 
route to limiting funds to terrorist causes is likely to be further and 
widespread understanding of grant risk management and related 
procedures, rather than imposed legal requirements that will limit the 
ability to fund the most worthwhile causes here and abroad. Again 
government should work with the sector to promote good practice in this 
area. 
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2.   Impact 
 
Introduction 
2.1  Central to the ‘war on terror’ has been a focus on suppressing the financing of 
terrorist activities and a perception that civil society organisations are a key vehicle for 
channelling such funds. This section of the report looks at both the current and 
potential impact of anti-terror legislation and regulation on charitable organisations. It 
looks at organisations based in the UK, both those operating here and those based in 
fundraising for, and delivering projects overseas.  
 
2.2  The risk of charities being abused by terrorist networks is one that we take 
seriously. It is essential that potential vulnerabilities are identified and appropriate 
action taken to minimise this risk. However, we are concerned that the actions taken 
or proposed thus far have increased the burden on individual organisations without 
effectively tackling the terrorist threat.  
 
2.3  This is evident, for example, in draft regulations on transparency and 
accountability produced by the European Union5 in 2005. This focused particularly on 
the alleged potential of civil society organisations to be used as vehicles for criminal 
and terrorist activity. Whilst the issues raised are important, the recommendations 
themselves were unworkable and reflected a lack of understanding of the sector and 
what it does6. Although they were not implemented, they created a climate of 
suspicion on both sides and added to the perception that it is the sector itself that is 
being targeted. 

Impact on Charities in the UK  

The impact on Muslim Organisations 
2.4  A vibrant civil society helps to create socially cohesive communities, where active 
and engaged citizens generate and mobilise social capital, improving the quality of life 
for all. Voluntary and community organisations are a vehicle for this, enabling people 
to give their time and money to causes they care about. This is true in all communities. 
For example, there are more than 1,000 Islamic charities and trusts in the UK7, 
demonstrating the central importance charitable giving has within Islam: Zakat, the 
third obligatory pillar of Islam calls for followers to give a certain proportion of income 
to charity. 
 
2.5  However, the juxtaposition of Islam with terrorism by politicians and the media on 
both sides of the Atlantic has cast a shadow of suspicion over Muslim communities in 

                                            
5 European Union, 2005 Draft recommendations regarding a code of conduct for non-profit organisations to 
promote transparency and accountability best practices 
6 For example, risk factors identified included the use of multiple bank accounts, in fact these are often a 
requirement of government and EU funded projects; also the sharing of office facilities, which is a sensible way of 
sharing costs. 
7 The Guardian, The Culture of Charity ( Jamie Wilson) 21 June 2002 
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the UK. As a consequence anti-terror legislation, regulation and other measures have 
had a particular impact on civil society organisations in Muslim communities, who fear 
that they are viewed with distrust, rather than as partners in promoting integration and 
civil renewal. This issue is a sensitive one which can not be looked at in isolation from 
the current climate where these communities feel unfairly targeted. As the recent 
report from the think tank Demos has argued ‘the government’s response to terrorism 
is alienating the very communities it needs to engage … their growing sense of 
grievance, anger and injustice inadvertently legitimises’ the terrorists’ aims, with or 
without their active consent’8. 
 
The Impact on Diaspora Groups 
2.6  Counter-terrorism measures have also had a negative impact on diaspora groups 
in the UK and again the effect of this should not be underestimated:  such groups play 
a crucial role in providing aid to their countries of origin. African diaspora networks in 
particular are experiencing problems remitting money through the international 
banking system and the traditional hawala system and are resorting to non-regulated 
informal money transfers which are harder to track. Clearly this will have the opposite 
effect to that intended, increasing the risk of abuse by terrorists. 

Case study:Al Barakaat 
Many in the UK Somali community have been hit by the closure of the overseas 
transfers section of the Somali Al Barakaat bank which used a hawala system. In 
November, 2001, the Bush administration froze its assets leading to the closure of its 
offices in 40 countries. The accusations made by the US government of links to 
terrorism were denied and no evidence was given9.  (Some of its offices have since 
been removed from the proscribed list.10)  Not only did this action have a negative 
impact on the individual families who found it hard to transfer money cheaply, it also 
impacted on Somalia’s economy generally and broke down a system which had been 
embedded in communities for centuries. 
 
Impact on UK Charities working abroad 

International Human Rights Organisations Accused 
2.7  There is some evidence that international human rights organisations active in 
third countries are being labelled `radical' because they are taking up cases of 
wrongful accusation under counter-terrorism measures. Human rights groups active in 
India for example, have themselves been labelled as being sympathetic to terrorism 
simply because they have defended people arrested under terrorist legislation. 

 

                                            
8 Briggs et al, 2006, Bringing it Home: Community-based approaches to counter-terrorism Demos p.14 
9 See Suppressing the Financing of Terrorism, Jude McCulloch & Sharon Pickering BRIT J Criminol No 45 19 
April 2005 

10 See BBC News, 28 August 2006 www.news.bbc.co.uk/1/hi/world/africa/5292750.stm 
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Impact on International Aid Organisations  
2.8  So far, it is charities coming from an Islamic background, working in polarised 
contexts such as Palestine, that have been hit hardest by changes in international 
development aid, money laundering rules and from local partner organisations being 
seen as proscribed or blacklisted by international funders. There is much concern 
among the international development community in the UK that these organisations 
represent the thin end of the wedge, and that all organisations working with partners in 
predominantly Muslim countries or areas are vulnerable. 

Case Study: Islamic Relief 
Islamic Relief, a well established UK international development charity, has 
encountered problems - namely in Israel in early 2006 when its Programme Manager, 
Ayaz Ali was forcibly detained by police for three weeks and brutally  interrogated.  He 
was finally released when no evidence of links to terrorism was found.  Islamic Relief 
has spearheaded a “Humanitarian Forum” to improve links between Muslim aid 
agencies and other international development organisations.   
 

Impact on and Influence of US Policy 
2.9  Measures to combat terrorist financing by the US government have also had an 
impact. These include the US Treasury Department’s Anti-Terrorist Financing 
Guidelines, Voluntary Best Practices for US based charities. Given the real threat of 
sanctions against organisations that fall under suspicion of terrorism, the extent to 
which they are voluntary is questionable. Amongst other things they require 
organisations to check that no-one associated with the organisation itself, its partners 
in the field or people involved in other projects with which they are associated have 
links to terrorism. USAID now requires its grantees to sign an Anti-Terrorist 
Certification (ATC) and many well-known US foundations have now added clauses to 
their letters of agreement requiring grant recipients to state that they have undertaken 
these extensive checks. This is a difficult and potentially hugely time and resource-
consuming undertaking, often requiring organisations to prove a negative.  
 
2.10  It is essential that charities take steps to protect themselves, and their 
beneficiaries from abuse by terrorists. However, this approach potentially risks 
reducing funds to the most vulnerable groups abroad, which would be wholly 
counterproductive in respect of combating terrorism.  According to the US charity 
OMB Watch, charities are becoming ‘increasingly fearful that continuing to provide 
legitimate services and activities might cost them funding from either foundations or 
the government’11. Organisations operating in Palestine have been particularly hit by 
this trend, especially since Hamas was elected to power in 2006. Some have refused 
to sign agreements and forgone the aid money. As OMB Watch have argued, whilst 
the burden of administering these checks is onerous and costly to charities, the impact 

                                            
11 OMB Watch, 2005, Safeguarding charity in the War on Terror p.2 
www.ombwatch.org/article/articleview/3145/1/{category_id} 
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goes beyond this, ‘posing far-reaching threats to the nature and capacity of the non-
profit sector, including grant-making and delivery of services’. 
 
The Wider Impact 
2.11  So far this report has looked at the impact of anti-terrorism measures on civil 
society organisations themselves, but it is also important to examine their wider 
impact, not least on the beneficiaries of charities. Seen in this light, our concern that 
these measures may actually be counter-productive becomes clearer. For example, 
there is a real risk that any increased regulation or surveillance of charities working 
with Muslim and diaspora communities in the UK could increase distrust and 
disaffection amongst their members and heighten their sense of isolation.  
 
2.12  Of particular concern is the fact that the voices of Muslim organisations 
themselves are rarely heard in debates about anti-terrorism strategies concerning 
charities. Yet this runs contrary to the Compact between Government and the 
voluntary and community sector,12  which states that ‘the Government must use the 
Black and Minority Ethnic (BME) voluntary sector’s expertise effectively and ensure 
the widest range of the sector’s views are heard and understood by consultation’.  As 
a recent Demos report has argued13, local Muslim communities and community 
organisations should be key stakeholders in any anti-terror strategy.  
 
2.13  Government support for the development of civil society organisations in these 
communities should be seen not through the prism of anti-terrorism measures, but as 
a central part of the government’s social policy agenda.  By doing this, those few 
citizens who may have potentially been attracted to terrorism instead would find more 
legitimate channels to express their views, thereby becoming active citizens, 
integrated into wider society.   
 
2.14  Whilst we recognise that the current terrorist threat is very different to any 
previously experienced, there are still lessons that should be learned from the past, 
particularly in relation to the role of voluntary and community organisations. For 
example, NICVA’s experience in Northern Ireland has been that approaches that work 
with the sector to promote integration can have a positive impact in terms of reducing 
support for terrorism and related activities, as the following case study shows. 

Case study: The Northern Ireland Experience 
Recent experience in Northern Ireland offers perhaps some of the best examples to 
illustrate the importance of active voluntary and community organisations in diluting 
any potential support for terrorism.  There are many examples in Northern Ireland 
where the voluntary sector has successfully broken down old patterns of behaviour.  
For example, the Young Voices Project is run by “Include Youth”. Through 
participation in events and consultations, young people involved or at risk of becoming 

                                            
12 BME code, (English Compact) the term “BME” covers faith groups. 
13 Briggs et al, 2006, Bringing it Home: Community-based approaches to counter-terrorism Demos 
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involved in the criminal justice system and sectarianism are, through the Young 
Voices Project, directly influencing and informing key decision-makers. 14 
 
2.15  As well as having an impact on organisations working in the UK, counter-
terrorism measures have also affected those working overseas, particularly on 
international development organisations. Many organisations have real anxieties that 
in providing aid or promoting social justice in certain parts of the world they risk being 
criminalised, even though they do so in good faith, having taken reasonable steps to 
ensure that they are not inadvertently supporting terrorism. This is compounded by the 
fact that in some countries the threat of terrorism has been used as a justification for 
draconian crackdowns on legitimate civil society activity.15  

 
2.16  Many UK international development organisations work in close partnership with 
civil society and local communities in regions scarred by conflict, disaster and poverty. 
They stay engaged over the long-term. Not only does their commitment do much to 
strengthen local civil society, it also builds bridges between the North and the South, 
and between cultures, thereby diffusing tensions which could potentially feed support 
for terrorism. Again this suggests that heavy handed measures restricting civil society 
activity could be counter-productive. 
 
2.17  At the same time, international development agencies are also feeling the impact 
of other aspects of the so-called ‘war on terror’. For example, aid budgets have 
increasingly been given security objectives rather than traditional poverty reduction 
ones.  This blurs the picture for organisations operating in the field and the image 
members of the public in both recipient and donor countries have of them.  In conflict 
situations such as Afghanistan, the military has started doing `charitable' or aid 
activities like building schools, wells and clinics, often alongside projects delivered by 
international development organisations. Whilst the fruits of such work are welcome, 
the organisations have expressed concerns about this convergence of civilian and 
military boundaries and how this threatens the neutrality and independence of civil 
society.  Such activities can lead to perceptions that international development 
organisations and their staff or volunteers (both foreign and local) are in some way 
linked to coalition forces or the government, thereby putting their lives at risk.   
 

Summary of Key Points 
 
2.18  Measures taken both in the UK and in the international arena are already 
impacting on charities.  
 
2.19  A disproportionate burden is likely to fall most unfairly on those charities who 
already face significant barriers in their fundraising efforts as well as hinder those 

                                            
14 Read more about this organisation on http://www.includeyouth.org/ 
15According to CIVICUS World Assembly paper 2006. Political Justice: Impact of counter-terrorism 
measures on civil society 
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humanitarian and international development organisations who rely largely on public 
donations in order to continue their effective work. 
 
2.20  The risk of civil society organisations being used wittingly or unwittingly for 
terrorist purposes is a real one. It is in the interests of all, that any links should be 
investigated and the good name of charity maintained. However, much of the current 
approach appears to tarnish charities as a whole without offering any clarification of 
the scale of the problem or any evidence of wrong-doing. Not only is this damaging to 
charities and their beneficiaries, it is not clear that it will achieve the aiming of reducing 
the risk of abuse of charities terrorists. It is therefore essential that Government works 
with the sector to identify appropriate and effective strategies to counter this threat. 
 
2.21  Such strategies should build on the existing system of charity law and regulation 
in the UK and the role of independent charity regulators (such as the Charity 
Commission) in identifying and investigating suspect charities – and doing so in a 
proportionate and flexible way without harming the sector as a whole. The following 
chapter will look at this. 
 
2.22  Criminal law should take up any cases of unlawful activity by charities. The 
Terrorism Act 2000, provides a starting point for clarifying which activities by charities 
may or may not be legal. This is examined in detail in the legal opinion given in the 
Appendix.   
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3.  Regulation and good practice  
 
3.1  Before considering what additional measures might be needed to protect charities 
from abuse, it is necessary to identify what exists already, both in terms of external 
regulation and the good practice developed by charities themselves. This section 
explores these issues in more detail, looking first at the legal and regulatory requirements 
on charities and then at some examples of good practice being developed by the sector, 
for the sector. 

Defining the problem 
3.2  It is important that the problem of terrorist financing is defined appropriately: it is not 
the case that all charities are particularly vulnerable to abuse; rather it is that terrorists will 
seek to target any cross-border financial transaction and to obtain legitimate cover to 
raise and apply funds. Charities need to be aware of their potential vulnerability in this 
regard, but as the Charity Commission’s own guidance makes clear ‘the incidence of 
charitable involvement with terrorist organisations is very rare’.16 Therefore counter-
terrorism measures must be proportionate and risk-based, focusing on financial 
transactions and the need to protect such transactions, whilst safeguarding public trust 
and confidence in the charity sector.  
 
3.3  Although we recognise that this focus does not address the potential threat from 
informal, unstructured (and therefore unregulated) voluntary organisations, it does 
highlight the value of charity law and regulation as a means of protecting and promoting 
charity. It will not be possible to eradicate fraud from the former sphere, because of its 
very nature. However, the public need to be given the information they need to 
distinguish between the different types of organisation: people do not necessarily know 
why charities are different from other types of organisations or that they are 
independently regulated. Raising awareness of this would enable donors and others to 
make informed decisions about their support for a cause or charity. 
 

Charity Law and Regulation 
3.4  Charities in Scotland, England and Wales must comply with the relevant legal and 
regulatory requirements that govern the sector. Charity law defines which organisations 
can be charitable and what they must do to retain charitable status. Similar provisions will 
soon be in force in Northern Ireland. In each country charities are, or will be overseen by 
an independent regulator: the Charity Commission for England and Wales; the Office of 
the Scottish Charity Regulator; and the proposed Charity Commission for Northern 
Ireland.  
 
3.5  There has been a much longer history of charity law and regulation in England and 
Wales than in the other countries of the UK. However, Scotland now has the Charities 
and Trustee Investment (Scotland) Act 2005 and it is expected that the Charities 

                                            
16Charity Commission Operational Guidance, OG96 Charities and Terrorism, Updated 20 November 2006 
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(Northern Ireland) Order 2006 will be introduced in February 2007. Therefore whilst this 
section focuses particularly on the experience of England and Wales, reference will also 
be made to developments in the other nations as appropriate. 

Registered Charities 
3.6  An organisation can only become a charity if its purposes or objects are 
recognised as charitable in law. Once charitable status has been granted, almost all 
charities are registered with the charity regulator. 

 
3.7  Registered charities are governed by a board of trustees who are responsible for 
ensuring that all assets, resources and activities are used to further the organisation’s 
charitable purpose and to provide a public benefit. In carrying out this role they must 
comply with all legal and regulatory requirements arising from charity law; specifically 
they have three main duties: 
 

A duty of compliance: trustees must comply with their legal and regulatory 
requirements and must act with integrity and avoid any misuse of charity funds or 
assets. 
A duty of prudence: trustees must ensure that the charity is and will remain solvent; 
that its funds are used wisely and only to further the charity’s objects or mission; and 
that it avoids undertaking activities that might place the charities resources or 
reputation at risk. 
A duty of care: charities must use reasonable care and skill in their work and should 
consider getting external advice where there may be a material risk to the charity or 
where trustees may be in breach of their duties.17 

 
3.8  In order to discharge these duties, trustees must ensure that:  

 adequate financial controls are in place to safeguard a charity’s funds; 
 accounting records are maintained and kept; 
 annual accounts and reports are prepared and submitted to the Charity 

Commission. 
Trustees are also expected to show that they have considered the financial and 
reputational risks that their charity might face and taken action to mitigate these, for 
example risks associated with fraud or abuse18.   
3.9 Therefore it can be seen that charity trustees already have certain responsibilities and 
duties under the law that require them to protect, manage and control their charities’ 
assets.  
 
3.10 Members of the public, including potential donors, can obtain information about a 
particular charity either from the Charity Commission register, available on-line, or 

                                            
17 Charity Commission, 2005, The Essential Trustee: What you need to know 
18 The Charities SORP (the Statement of Recommended Practice, Accounting and Reporting by Charities) 2005 
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from Guidestar UK, an independent database of charities in England and Wales. The 
Charity Commission includes information about an organisation’s charitable objects; 
the names of trustees; contact details; and scanned copies of annual reports and 
accounts filed with the Commission. Guidestar UK is based on the information 
provided to the Charity Commission, but it allows charities themselves to update and 
add to their entry using online editing tools. By making information widely available, 
these databases help to promote accountability and transparency by charities and 
enable the public to become more informed about their work. 

The Role of the Regulator 
3.11  In terms of assessing the extent to which charities may be at risk of abuse by 
terrorist organisations, the role of a civil regulator, independent of both government and 
the sector, is essential: external regulation of charities safeguards public trust and 
confidence in the sector. 
 
3.12  It is vital that the regulator’s independence is protected to ensure that it has the 
confidence of charities, donors, beneficiaries and the wider public: an independent 
regulator acts in the public interest, not that of charities or government, to safeguard the 
integrity of the charity sector. In this role the charity regulator is uniquely placed to 
undertake an objective assessment of the potential risks to the sector and to individual 
charities where there is evidence of mismanagement, fraud or abuse. In order to 
preserve this objectivity, it is important that the regulator is sheltered from prevailing 
political pressures on the one hand, or too close an identification with charities on the 
other.  
 
3.13  The recent Charities Act 2006 clarifies and strengthens the role of the charity 
regulator in England and Wales, setting out its objectives, duties and functions. Its 
objectives include increasing public trust and confidence in charities; and promoting 
compliance by charity trustees with their legal obligations. Amongst its statutory functions 
is a requirement that the Commission identifies and investigates apparent misconduct 
and mismanagement in the administration of charities and that it takes appropriate action 
to tackle this. Using charitable funds for terrorist purposes would be an extreme example. 
 
3.14  Therefore in carrying out its role, the regulator provides protection from abuse for 
terrorist purposes by maintaining the integrity of (and therefore public trust in) charities 
and by promoting compliance and accountability. As the Charity Commission has made 
clear, it takes allegations of links between terrorism and registered charities very 
seriously and works to the following basic assumptions: 

1. It would not register an organisation that had support of terrorism explicitly or 
implicitly as an object.  
2. Use of a charity’s assets for support of terrorist activity is not a proper use of those 
assets. 
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3. Links – or alleged links – between a charity and terrorism corrode public confidence 
in the integrity of charity.19 

 
3.15 The Charity Commission already has extensive powers of investigation and 
remedy in relation to the mismanagement or abuse of charities under Section 8 of the 
Charities Act 1993 and these have been strengthened by the Charities Act 2006.  It 
has shown that it is willing to use these powers to investigate allegations of abuse by 
terrorist organisations. For example, it has taken action against the Tamils 
Rehabilitation Organisation on grounds of financial mismanagement and evidence of 
links with the Tamil Tigers in Sri Lanka. It also acted to protect the North London 
Central Mosque Trust, responsible for the Finsbury Park Mosque, at a very early stage 
and removed Abu Hamza from his role within the Trust whilst criminal investigations 
were still on-going (see case study).  
 
3.16  As well as its powers under charity law, the Commission also has significant 
investigatory powers in relation to charities under both the Regulation of Investigatory 
Powers Act 2000 (RIPA) and the Serious Organised Crime and Police Act 2005. For 
example, under the RIPA the Charity Commission has the power to send ‘Covert 
Human Intelligence Sources’ (CHIS), to work in charities which are under suspicion.  
 
3.17  It is appropriate that the Charity Commission should be able to co-operate with the 
criminal, security and intelligence agencies (as it should in relation to criminal abuse in 
general), but that must not be at the expense of its overriding responsibility for protecting 
charitable activity for the public benefit. If it is, or is seen to be, too closely aligned with 
the security forces its independence and therefore its objectivity could be called into 
question. This would be detrimental to the sector and to public confidence in charity more 
generally. 
 

Case Study: Finsbury Park Mosque 
In June 1998 The North London Central Mosque Trust (NLCMT) was the subject of a 
Charity Commission Inquiry under Section 8 of the Charities Act 1993.  Having 
received allegations from trustees that the Mosque and an adjacent building had been 
taken over by Sheikh Abu Hamza Al-Masri (known as Abu Hamza) and his supporters 
and was being used for political purposes contrary to NLCMT’s charitable objectives. 
Trustees had complained of feeling intimidated and being unable to collect funds 
during prayer meetings. This matter was solved by mutual agreement.  
 
Since this initial investigation, the actions of Abu Hamza were closely watched by the 
Charity Commission.  In October 2001, the Charity Commission considered that tapes 
being sold at the Mosque were inflammatory and conflicted with the charitable status 
of the Mosque. On 9 April 2002, the Charity Commission announced that Abu 
Hamza’s position in NLCMT should be suspended and he was removed from his 
position in December 2002. Subsequently the Charity Commission took steps to 

                                            
19 Charity Commission for England and Wales OG96 Operational Guidance: Charities and Terrorism updated 20 
November 2006 
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freeze a bank account of NLCMT, for which Abu Hamza was a signatory but which 
was unknown to other trustees. In a separate move, the Metropolitan Police entered 
the Mosque in January 2003 and closed it down as part of their investigations.  The 
Mosque is now reopened under different ownership and with a different governing 
structure.20 
 

Good practice within the sector 
3.18  Charities themselves have recognised the need to be more accountable to a wider 
range of stakeholders, including beneficiaries, donors, supporters and the wider public, 
over and above any formal regulatory requirements. Voluntary action is reliant on public 
support and goodwill, including people’s willingness to give time and money to causes 
they care about. At a time when public trust and confidence in all social institutions 
appears to be declining, charities know that that they must convince people that their 
cause is worthy and that they can be trusted to make a positive difference.  
Outlined below are some examples of good practice being developed by the sector for 
the sector. 
 

Governance  
3.19  For many years voluntary sector umbrella bodies have undertaken extensive 
work to promote good governance and trusteeship, for example producing a Code of 
Governance for charity trustees. In England the Governance Hub, a partnership of 
organisations, funded by government as part of its Changeup programme, has 
provided a focus for some of this work. The Hub offers a range of services and ideas 
via its website, as well as through collaboration with local and regional organisations; 
commissioning research; publishing new resources; and organising events. The Hub 
is also leading the implementation of the Code of Governance. 
 

Self-regulation of Fundraising 
3.20  A self-regulation scheme for charity fundraising has been set up to promote 
donor confidence by promoting the highest standards of good practice in fundraising. 
These have been developed by the Institute of Fundraising, the professional body for 
fundraisers, and are set out in its Codes of Fundraising practice: each code covers a 
separate fundraising technique and provides information on the law and the 
techniques themselves. Alongside the Codes is a Donor's Charter, a statement of 
principle setting out a fundraiser's commitment to donors and the standards a donor 
can expect from fundraisers and organisations. It also sets out a complaints procedure 
that can be used if these commitments are not met. Members of the scheme agree to 
abide by the Codes and to adhere to a Donor’s Charter and will demonstrate this by 
using the scheme’s logo on their publicity. The scheme is overseen by the Fundraising 

                                            
20 Further details are available from the Charity Commission: 
www.charitycommission.gov.uk/news/mosqueinq.asp 



 

 22

Standards Board, which is comprised of 16 directors, the majority of whom are from 
outside the voluntary sector, including the chair. 

The ImpACT Coalition 
3.21  The ImpACT (Improving Accountability, Clarity, and Transparency) Coalition was 
launched in July 2005 to enhance the sector’s accountability and increase public 
understanding of charities’ work. Members of the coalition include 70 of the largest 
fundraising charities and umbrella organisations who are committed to promoting greater 
transparency about the way money is raised and spent. 

MANGO 
3.22  MANGO is a registered charity that works to strengthen the financial management 
and accountability of international development organisations. It provides practical 
support to enable charities to meet appropriate professional standards; undertakes 
research and evaluations of organisations working in the field; and disseminates 
information about good practice in relation to performance and accountability. 

Charitable Foundations 
3.23  Charitable Foundations in the UK are experienced in assessing and managing risk 
in funding: grant-makers will consider an organisation’s ability and capacity to deliver and 
will look at its financial record and procedures before awarding a grant. Funders also 
recognise that they need to be particularly vigilant when funding organisations that are 
working in areas where terrorist activity is present and therefore where there is a higher 
risk of funding being subverted.  
 
3.24  The Association of Charitable Foundations is currently running a one-year Grant 
Risk Management Project, directed at minimising the risk of external grant fraud. The 
lessons learned from this will form the basis of advice to charitable foundations and will to 
a considerable extent also apply to the threat of abuse by terrorist organisations. This 
highlights the existing commitment to addressing the issues and suggests that the most 
appropriate route to limiting funds to terrorist causes is likely to be to develop and 
disseminate understanding of grant risk management and related procedures, rather than 
imposing new legal requirements that would limit the ability of grant giving bodies to fund 
the most worthwhile causes both in the UK and abroad.  
 

International Development Organisations 
3.25  There is a growing recognition within the international development sector that 
organisations need to be more vigilant in the way that they work, for example, reviewing 
financial controls and undertaking checks on partner organisations on the ground to 
ensure that they are not on a proscribed list. Organisations are starting to develop 
systematic ways of doing this, both in order to prevent terrorist abuse and to defend 
themselves against allegations of abuse. BOND, the infrastructural organisation for the 
international development sector, has assembled a project group to develop and share 
best practice in this area.  
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Regulatory Oversight and Sector-led Initiatives 
3.26  In each country of the UK the relevant charity regulator provides, or will provide 
regulatory oversight and publishes guidance to assist trustees to comply with charity law. 
At the same time, sector infrastructure bodies work with voluntary and community 
organisations to promote good practice, for example in relation to governance and 
financial management. External regulation and the development of good practice need to 
go hand-in-hand, but it is important that a clear distinction is made between these two 
roles. Failure to make this distinction, eg through a unilaterally “recommended”, voluntary 
agreement that is effectively binding on trustees (as in the United States), will increase 
the burden on charities without necessarily producing the intelligence needed to counter 
terrorism effectively. 

Summary of Key Points 
3.27  It is clear that the existing and emerging legal and regulatory frameworks for 
charities in the UK offer protection from abuse by terrorists. At the same time activities 
that would directly support terrorist activity are illegal under anti-terrorist legislation. 
Therefore rather than introduce new measures, and consequently increasing the burden 
of regulation on charities, government should work with the regulators and the sector to 
ensure that existing frameworks are used effectively. 
 
3.29  The charity regulator should have a strong regulatory focus, ensuring that charity 
trustees are aware of, and comply with their legal and regulatory responsibilities and 
duties. This would give clarity to trustees and make best use of the resources available to 
the regulator.  
 
3.30  Good practice guidance should be developed by and for the sector, drawing on the 
experience and needs of diverse organisations. This would ensure that good practice is 
owned by the sector, not imposed on it; that it is based on and integral to the practice of 
charities themselves; and that it is workable and effective, facilitating legitimate charitable 
activity whilst at the same time protecting charities from abuse by terrorists.  

 
 
 



 

 24

4. Conclusions 
 
4.1  The Advisory Group recognises the real threat posed by terrorism and the need 
for clear action to address this threat, including the need for proportionate measures to 
protect civil society organisations from the risk of abuse by terrorists. However, 
measures proposed so far, such as those from the European Union and the Financial 
Action Task Force, have been developed in the absence of any real discussion with 
the sector or understanding of the issues and concerns faced by voluntary and 
community organisations or their beneficiaries.  
 
4.2  This has created a climate of uncertainty within the sector and a concern that the 
sector as a whole is being tarnished by the actions of a few. It has had a particular 
impact on Islamic charities and those working with Muslim communities and diaspora 
groups in the UK. International development organisations, particularly those working 
in areas where terrorist organisations have influence and control, have also been 
affected by the breadth of anti-terrorism legislation and the uncertainty that this has 
caused. Our concern is that a heavy-handed approach to the real or perceived 
vulnerabilities of civil society organisations not only causes harm to their beneficiaries, 
but is also counter-productive: alienating those who are well-placed to tackle the root 
causes of terrorism. 
 
4.3  Against this background there are real concerns throughout the voluntary and 
community sector that more draconian measures are being considered, either by the 
UK government or by international bodies. As this report has shown, there is a clear 
legal and regulatory framework already in place for charities, including an independent 
civil regulator and duties on trustees to protect, manage and control their charity’s 
assets. It is difficult to see what additional protection further measures would provide, 
or what impact they would have other than to increase the regulatory burden on 
charities.  
 
4.4  It is also the case that civil society organisations themselves are becoming 
increasingly conscious of the need to be more transparent and accountable to their 
stakeholders, for example: looking more closely at how their money is raised and 
spent; the impact of their programmes on their beneficiaries; and showing how they 
have furthered their mission or cause. These developments are not specifically 
targeted at the threat of terrorist abuse, but would nevertheless have the effect of 
reducing an organisation’s vulnerability. Therefore government should be working in 
partnership with voluntary sector infrastructure bodies and international civil society 
bodies to support and sustain this work. 
 
4.5  Finally, government needs to recognise and value the positive contribution voluntary 
and community organisations make to securing an active and vibrant civil society. They 
embody the right to freedom of association and play a key role in promoting freedom of 
speech, both enshrined in the Universal Declaration of Human Rights, and given legal 
underpinning by the European Convention on Human Rights and the UK Human Rights 
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Act 1998.  These rights are more than just private rights: they are the basis for the 
diversity and initiative that makes civil society – independent civil action – an 
indispensable benefit as well as an enrichment of a healthy democracy. Therefore any 
attempt to restrict charitable activity must be balanced against the benefits it brings to 
achieving wider goals of freedom and democracy.  
 
 
 

Nolan Quigley & Belinda Pratten 
NCVO 

11 January 2007 
 

NCVO 
Regent’s Wharf 

8 All Saints Street 
London 
N1 9RL
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“Bin Laden understood better than most of the volunteers the extent to which the 
continuation and eventual success of the jihad in Afghanistan depended on an 
increasingly complex, almost worldwide organization. This organization included a 
financial support network that came to be known as the ‘Golden Chain’ put together 
mainly by financiers in Saudi Arabia and the Persian Gulf States. Donations flowed 
through charities or other nongovernmental organizations (NGOs).”  

The 9/11 Commission Report: Final Report of the National Commission on Terrorist 
Attacks Upon the United States.21  

“We can address directly three of the most dangerous sources of terrorist finance - the 
abuse of charities, the abuse of money service businesses and the abuse of financial 
transactions. We know that many charities and donors have been and are being 
exploited by terrorists. And all allegations of possible abuse are being examined. On 
August 24th, to take one example, the Charity Commission launched an enquiry into 
the charity 'Crescent Relief' and froze its bank accounts. But it is important to look at 
the whole sector so that dubious charities are rooted out and good charities protected 
from abuse. At the end of the year we will publish a report on our review.” 

Gordon Brown MP, Chancellor of the Exchequer.22 

                                            
21 Official Government edition, 31st August 2004, p. 55 (ISBN 0-16-
072304-3 55). 
22 Speech by the Rt Hon Gordon Brown MP, Chancellor of the Exchequer, on 
"Meeting the terrorist challenge" given to Chatham House, 10th October 
2006. 
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1. OVERVIEW 
 

1.1 Within days of the 9/11 terrorist attacks in New York and Washington, 

President Bush had declared “a financial war on terrorism,” with the stated aim of 

depriving terrorists of their financial support.23 Over the five years that followed the 

U.S. and U.K. have been at the helm of this international financial war, and like many 

conventional wars it has had certain unintended consequences and innocent victims.  

  

1.2 The U.K. framework for dealing with terrorist financing actually predates 

9/11, and is now largely contained in the Terrorism Act (TA) 2000. As Donoghue has 

put it, in the U.K. “September 11 served not as a seismic shift but merely an 

acceleration of a pre-existing trend,”24 in contrast to the U.S. which had largely ignored 

“the world of anti-terrorist finance” until the horrific events of 9/11.25 Since the 1970s 

there has been authority in the U.K. to disrupt the flow of funds to paramilitary 

organisations (first available to the Northern Ireland Executive, and then the U.K. 

government), although this power was not used. In the mid-1980s greater state 

powers – regulatory, criminal, investigative and forfeiture – were introduced as part of 

the ‘war on drugs,’ but these broader powers soon transferred from the anti-drugs and 

anti-money laundering spheres back to the realm of terrorist financing. The TA 2000 is 

the latest formulation of powers which have been developing over the past thirty 

years.  

 

1.3 In February 2006 the U.K. Government launched a review of the 

regulation and performance of the charitable sector in preventing terrorist financing. Its 
                                            
23 Nina J. Crimm, ‘High Alert: The Government’s War on the Financing of 
Terrorism and its Implications for Donors, Domestic Charitable 
Organisations and Global Philanthropy’ (2004) 45 William and Mary Law 
Rev. 1341, 1347. See also Executive Order 13,224, 66 Federal 
Regulations 49,079 (issued by President George Bush 25th September 
2001). 
24 Laura K. Donohue, ‘Anti-terrorist Finance in the United Kingdom and 
United States’ (2006) 27 Michigan Journal of International Law 303, p. 
309. 
25 Above, p. 307. 
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Counter-Terrorism Strategy, which included an update on terrorist financing, was 

published in July 2006. In August 2006 terrorist financing was firmly back on the 

agenda when HM Treasury froze the assets of 19 suspected terrorists, in “the most 

expeditious and comprehensive asset freeze the Treasury has undertaken.”26 Then, 

on the 10th October 2006, two statements emanating from HM Treasury made clear 

that the anti-terrorist financing system is under review, and a more stringent regime is 

likely to be proposed in the near future. Ed Balls MP, the Economic Secretary, stated 

that the Government will be making recommendations in late 2006:  

 

“for protecting the charitable sector from terrorist infiltration. It is essential that charities 
are protected from abuse by terrorists seeking to exploit the goodwill of donors.”27    
 

He also indicated that the new proposals will permit secret evidence in asset-freezing 

cases.  Later that day Gordon Brown MP, the Chancellor, echoed the comments of Ed 

Balls MP, describing the Treasury and Government’s plans for “a comprehensive and 

increasingly proactive framework” to “root out” terrorist finance. He focused on “three 

of the most dangerous sources of terrorist finance,” and the first item on that list was 

“the abuse of charities.”28 

 

1.4 The U.K. in 2007 will assume the Presidency of the Financial Action Task 

Force, an international inter-governmental body whose purpose is to develop and 

promote national and international policies to combat money laundering and terrorist 

financing. The Chancellor has made clear that the Presidency will be used to sell the 

U.K. “pro-active” approach to other countries, and to crack down on countries with 

“insufficient” terrorist financing controls.  

 

1.5 Against this background, we are asked to provide general advice to the 

National Council for Voluntary Organisations (NCVO) Advisory Group on Terrorism 

and the Voluntary Sector on two key issues: 

                                            
26 Gordon Brown MP, n2 above. 
27 ‘Written Statement by the Economic Secretary, Ed Balls, on Terrorist Finance,’ 10th October 2006. 
28 Gordon Brown MP, n2, above. 
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(i) Whether it is legal under existing UK criminal law for non-

governmental organisations (NGOs) to fund humanitarian projects in countries or 

areas governed or controlled by ‘terrorist’ groups, such as the Occupied Territories 

(Hamas), Lebanon (Hezbollah) or LTTE-controlled Sri Lanka. In these regions it is 

virtually impossible to provide humanitarian assistance without dealing, directly or 

indirectly, with these organisations; and 

 

(ii) What changes could be made to improve the existing law. 

  

1.6 In summary, our view is that the existing terrorist financing laws are 

breathtakingly broad. They are motive-blind, and on their face appear to criminalise 

any humanitarian work in certain areas of the world. They put charities and individual 

donors at risk of prosecution for providing and funding humanitarian assistance where 

it is most needed, and they create a ‘chilling effect’ in the donor community by raising 

fears that innocent funds benignly intended for sorely needed humanitarian aid will be 

misused by charities or frozen by Government. In practice, smaller charities and 

Muslim/ Islamic charities carry a disproportionate risk of inadvertently falling foul of the 

system, being prosecuted or investigated, or having their assets frozen.  

 

1.7 However, despite our concerns relating to the breadth, vagueness and 

due process aspects of the current system, U.K. charities and NGOs should be 

relatively reassured that they are unlikely to be convicted of criminal offences as a 

result of either funding humanitarian projects which may involve unavoidable 

incidental interaction with groups designated as terrorist organisations, or using 

unconventional banking methods to quickly get money to where it is most needed. 

There are four reasons for this: 

(i) Prosecutions in these circumstances are extremely unlikely; 

(ii) In the majority of cases the essential elements of the offences will not be 

present, and/ or there will be clear defences available; 
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(iii) It is strongly arguable that there will be a common law defence of necessity 

available in these cases; and 

(iv) Under the Human Rights Act 1998, the courts must interpret these criminal 

offences in light of Article 7 of the European Convention on Human Rights 

(ECHR), which requires certainty in the law. If a charity or NGO were to be 

prosecuted under the TA 2000 Article 7 could potentially provide protection.    

 

1.8 Although we are of the view that the common law defence of necessity 

probably already protects UK-based charities and Non-Governmental Organisations 

(NGOs), we believe that clearer, more concrete protection is urgently needed. We 

recognise that “probably” is not good enough in this sector and  that charities and 

NGOs, their donors and those who benefit from humanitarian work need greater 

certainty than this. We recommend the introduction of an explicit ‘good faith’ defence 

for certain Part II and III TA 2000 offences to cover situations where it would otherwise 

be impossible or extremely impractical for humanitarian aid to be provided.     

 

1.9 Finally, we note with concern that despite the difficulties with the current 

anti-terrorist financing regime for legitimate, benign charities funding or providing 

essential humanitarian assistance to extremely vulnerable people, it appears that even 

more sweeping, over-broad powers are currently being contemplated. We are strongly 

of the view that such increased powers must be accompanied by both a clear ‘good 

faith’/ necessity defence in relation to humanitarian aid, and procedural safeguards. 

 

1.10 Not only would increased powers cause further difficulties for the troubled 

voluntary sector, they may arguably also be ineffective or counterproductive. Flooding 

the system with alerts and potential prosecutions concerning water projects in the 

Occupied Territories or hospitals in LTTE-controlled areas of Sri Lanka may result in it 

becoming increasingly difficult to separate the wheat from the chaff and trace terrorist 

funds.  
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1.11 It must also be borne in mind, in our view, that the Government has 

extensive investigatory powers in relation to charities, under both the Regulation of 

Investigatory Powers Act 2000 (RIPA) and the Serious Organised Crime and Police 

Act 2005. Under RIPA the Charity Commission has the remarkable power to send 

‘Covert Human Intelligence Sources’ (CHIS), i.e. spies or undercover agents, to work 

in charities which are under suspicion. Given these investigatory powers it is vital that 

criminal offences affecting charities be a last resort. However, the expansive criminal 

law in this area has not been matched by a shrinking of investigative provisions – 

rather, both are growing.  
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2. BACKGROUND FACTS IN BRIEF 
 

2.1 Many UK-based charities and NGOs have particular concerns relating to 

their work in areas of the world in which organisations considered ‘terrorist’ 

organisations by the U.K., U.S. or E.U. control the territory, provide sophisticated 

levels of services, win an election, or form part of a coalition government. Although 

their work in these areas is purely humanitarian, and they exercise great diligence in 

ensuring their funds are not diverted from their correct purpose, it often proves 

impossible to make arrangements or proceed with their work without some form of 

support or interaction with the controlling groups. Were such interaction to be 

considered to violate criminal law, their humanitarian work in these areas would have 

to cease. 

 

2.2 Terrorist financing and money laundering are often presented as being flip 

sides of each other, with one involving “clean money intended to kill” and the other 

“dirty money seeking to be rinsed in a place of hiding.”29 However, money laundering 

laws may also reach ‘clean’ money, and this is a further concern of the charities. They 

are concerned about the impact of money laundering provisions on their work in areas 

which either do not have robust and fully functioning banking systems (such as 

Somalia) or their systems are corrupt (such as Cambodia). Although outside the scope 

of this advice, many of our observations also apply in the context of money laundering 

in light of these practical difficulties in ensuring that money reaches those who need it 

most. 

 

  

3. THE CURRENT LEGAL FRAMEWORK  
 

                                            
29 U.S. Senate Select Comm. On Intelligence and U.S. Permanent Select 
Committee on Intelligence, Joint Inquiry into Intelligence Community 
Activities before and after the terrorist attacks of September 11, 
2001, S. Rep. No. 107-351, at 117 (2002). 
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Offences 
3.1 The main piece of legislation which creates offences in this area is the 

Terrorism Act (TA) 2000. Certain organisations are ‘proscribed’ as terrorist 

organisations. Hamas itself is not proscribed under the UK legislation, as it is in the 

US and under EU provisions, although its military wing is. This is, in our view, a 

distinction without a difference in relation to most relevant offences under the TA, as 

the offences are broadly drawn and assisting Hamas would be likely to fall under one 

of the general offences, despite the fact that it as an organisation is not proscribed. 

The distinction is important in relation to sections 12 and 18, however. 

 

3.2 There are four main offences of relevance to UK-based charities and 

NGOs: s. 12 (support); s. 15 (fundraising); s. 17 (funding arrangements); and s. 18 

(money laundering).  

 
Section 12 

3.3   S. 12 applies only to proscribed organisations. A person commits an 

offence if he ‘invites support for a proscribed organisation,’ which includes non-

financial support (s. 12(1)). No distinction appears to be drawn between ‘support’ for 

legitimate and illegitimate activities of the organisation, so this provision could be read 

as meaning that supporting the organisation in running a local hospital is categorised 

in the same way as supporting it in bomb-making. However, it is our view that the 

proactive word ‘invites’ ensures that there is a narrower meaning than this. It cannot 

be said that an individual is inviting support for an organisation when he merely is 

obliged to deal with them to facilitate a project or arrangement. We do not believe s. 

12(1) should concern UK-based charities and NGOs in relation to the matters on 

which we are asked to advise. 

 

3.4 However, the same cannot be said for s. 12(2)(b), which provides that a 

person commits an offence if he ‘arranges, manages or assists in arranging or 

managing a meeting’ which he ‘knows’ is to ‘further the activities of organisations’. No 

distinction is drawn here between legitimate and illegitimate ‘activities,’ and this 
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certainly includes the provision of services. If found guilty of this offence an individual 

faces up to ten years’ imprisonment and a fine. It is arguable that the word ‘knows’ 

means that there must be an intention to engage in some corrupt or criminal activity, 

an interpretation indirectly supported by s. 12(4), but we are very concerned at the 

broad drafting of this offence. 

 

Sections 15 and 17 
3.5 Ss. 15 and 17 create various offences of fundraising and making funding 

arrangements for ‘the purposes of terrorism’.30  The offences are committed only 

where the person has knowledge of the use to which the funds will be put: he or she 

must either intend or have ‘reasonable cause to suspect’ that it may be used for 

terrorism. Although the knowledge required is set at a low level (as the person need 

only know or suspect that it may be used for terrorism) there is a ready defence for 

UK-based charities and NGOs in humanitarian aid cases. 

 

Section 18 

3.6 S. 18 provides that an offence is committed if a person “enters into or 

becomes concerned in an arrangement which facilitates the retention or control by or 

on behalf of another person of terrorist property (a) by concealment, (b) by removal 

from the jurisdiction, (c) by transfer to nominees, or (d) in any other way.” There is an 

inbuilt defence in s. 18(2), although unusually : it is a defence to a charge under s. 18 

if the person ‘proves’ that he or she did not know and had no reasonable cause to 

suspect that the arrangement related to terrorist property. This section is deceptive, as 

it appears commonsense and limited, but when read with the extremely wide definition 

of ‘terrorist property’ in s. 14 it becomes clear that it is a very different creature.  
 

3.7 S. 14 defines ‘terrorist property’ as including money or other property 

“likely to be used for the purposes of terrorism (including any resources of a 

proscribed organisation),” and it further states that “the reference to an organisation's 

resources includes a reference to any money or other property which is applied or 
                                            
30 Terrorism is defined in s. 1(5) TA. 
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made available, or is to be applied or made available, for use by the organisation.” In 

other words, money or any other property which is made available for the use of a 

proscribed organisation, regardless of its purpose or the particular use to which it is 

put, is caught by this section. For example, in certain parts of the world which are 

controlled by proscribed organisations no U.K. charity or NGO can arrange for medical 

supplies to be delivered without committing an offence under s. 18.   

 

 

General Defences 
Necessity 

3.8 The common law recognises a general defence of ‘necessity’ in criminal 

law, a ‘lesser of two evils’ principle.31 Early recognition of this principle came in 1552, 

when Sergeant Pollard successfully argued before the judges of the Exchequer 

Chamber that breaking the law might be justified where: 

 

“The words of them are broken to avoid greater inconveniences, or through necessity, 

or by compulsion.”32 

 

3.9 In this case, it could be argued that humanitarian need creates a ‘duty’ on 

the part of the charity to act, and this overrides the duty to comply with the law. This 

approach is fraught with difficulty. However, on basic statutory interpretation principles 

we believe the same result can be reached.   
 

 

Article 7 ECHR 
3.10 Article 7 ECHR provides: 

7. No punishment without lawful authority 
1. No one shall be held guilty of any criminal offence on account of any act or 

omission which did not constitute a criminal offence under national or international law 

                                            
31 See further David Ormerod, Smith and Hogan: Criminal Law, 11th edn 
(OUP, 2005), pp. 315-325.  
32 Reniger v Forgossa (1552) 1 Plowd 1, p. 18. 
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at the time when it was committed. Nor shall a heavier penalty be imposed than the 

one that was applicable at the time the criminal offence was committed. 

2. This Article shall not prejudice the trial and punishment of any person for 

any act or omission which, at the time when it was committed, was criminal according 

to the general principles of law recognised by civilised nations. 

 

3.11 Article 7 is a crucial part of the rule of law, one of the central purposes of 

the Convention.  It guards against the retrospective application of criminal laws.  

Article 7(1) has two limbs: first, it forbids finding an individual guilty of a crime which 

was not a crime at the time it was committed (the prohibition on ‘retrospective 

offences’) and, second, it forbids a heavier penalty being imposed than that which was 

in effect at the time of the crime (the prohibition on ‘heavier penalties’). 

 

3.12 The ECHR has made clear that there are three interrelated underpinning 

principles to Article 7: ‘only the law can define a crime and prescribe a penalty’; an 

offence must be clearly defined in law, enabling individuals to know what acts and 

omissions will attract criminal liability; and ‘the criminal law must not be extensively 

construed to an accused’s detriment, for instance by analogy’.33  Article 7 must be 

construed in line with its object and purpose, in order to provide ‘effective safeguards 

against arbitrary prosecution, conviction and punishment.’34   

 

3.13 The ban on ‘retrospective punishment’ guards against both the 

development of the law in a way such that acts not previously punishable are held to 

entail criminal liability, and the extension of existing offences to include acts which did 

not previously constitute a criminal offence.35 If a law is not sufficiently ‘accessible’ or 

                                            
33 Kokkinakis v Greece (1993) 17 EHRR 397. 

34 SW and CR v UK (1996) 21 EHRR 363. 

35 Kingston v UK, App No 27837/95, 9 April 1997 (admissibility 

decision); App No 8710/79, 7 May 1982, DR 28, p 81. 
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‘foreseeable,’ so that an individual cannot regulate his behaviour in advance, this 

will violate Article 7.36  

 

3.14 It is arguable that the current phrasing of the TA 2000 offences violates 

Article 7, but such an argument is fraught with difficulty and would be unlikely to 

succeed. The TA 2000 does set out its parameters relatively clearly, albeit very 

broadly. It is our view that Article 7 is not of assistance. 

 

 

4. CHANGES NEEDED 
 

4.1 We are firmly of the view that in many cases UK-based charities and 

NGOs are faced with a choice between two unpleasant alternatives: running the risk of 

breaching the criminal law, or neglecting people in dire need. As we have outlined, 

although in our view it is arguable that the common law defence of necessity applies in 

these circumstances, this is an uncertain and tricky argument.   

 

4.2 As greater clarity and certainty is needed in this area, we recommend that 

a stand-alone defence to offences under ss. 12, 15, 17 and 18 should be created for 

humanitarian aid cases. There should be two requirements for this new defence to be 

made out: (i) good faith on the part of the person or organisation; and (ii) lack of 

reasonably practicable alternatives for providing such aid. This would allow the 

funding of key humanitarian projects, such as hospitals, schools and irrigation 

projects, in areas of the world under the control of ‘terrorist’ political organisations. The 

current system has inadvertently created humanitarian ‘no go’ areas and the 

measures we suggest would allow limited, responsible access to these areas for 

charities and N.G.O.s in certain circumstances. Gordon Brown MP has recently 

                                            
36 Cantoni v France, 15 November 1996, Reports of Judgments and Decisions 1996-V, p 1627, para 29; 

O’Carroll v UK, App No 35557/03, 15 March 2005 (admissibility decision), p 6. 



 

 39

spoken of the need to “protect good charities from abuse,” but it is our view that the 

essential and often life-saving work of such charities must also be protected.   

 

Legal Opinion by Edward Fitzgerald QC and Caoilfhionn Gallagher – Doughty Street 
Chambers, 7 December 2006 
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Annex 1: Summary of European Union, Financial Action 
Task Force (FATF) and UK Government Actions 
 
It is beyond the scope of this report to look in detail on the implications and 
impact of European Union and international FATF measures regarding terrorism 
and civil society. However many of the impacts and measures referred to in the 
report are also connected with measures taken or proposed at the international 
or EU levels. 
 
Broadly speaking, civil society is the subject of 3 initiatives at present: 
 
1. European Union “Code of Conduct for Non Profit Organisations" 
2. The Financial Action Task Force ( FATF) Recommendation VIII 
3. The UK government ( Treasury, Home Office) Review of Terrorist 

Financing of the Charitable Sector 
 
 

1. European Union 
What has happened so far: 

 
 25 March 2004-July 2005: Various initiatives37 (post Madrid bombing) to 

control financial flows financing terrorism.  
 22 July 2005 the European Commission launched a draft recommendation 

calling for a Code of Conduct for Non Profit Organisations (NPOs) to avoid 
potential misuse by terrorists and a very short consultation during the 
summer months. 38 

 After criticism of the short consultation, the UK Presidency called a 
consultation event on 13 September 2005.   

 November 2005 European Commissioner Frattini called a meeting with 
some key stakeholders (including Act 4 Europe, Concord and CEDAG, 
Civil society contact group).  . 

 29 November 2005, The European Commission publishes a 
communication on “The Prevention and Fight Against Terrorist Financing 

                                            
3715 June 2004: European Council Action Plan on Combatting Terrorism 

European Commission Communication COM(2004)700 on Prevention of and Fight Against 
Terrorism Financing.   Section 5.2 of this document mentioned the “vulnerability” of NPOs to 
terrorist financing. ( See its passage through the EU institutions on 
http://www.europa.eu.int/prelex/detail_dossier_real.cfm?CL=en&DosId=191871 ) 
 
38 This was a poorly written text with many problematic points.  The consultation text was 
http://europa.eu.int/comm/justice_home/news/consulting_public/code_conduct_npo/draft_recommendation
s_en.pdf 
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through Enhanced National Level Co-ordination and Greater 
Transparency of the Non-Profit Sector. 39This revised proposal was 
intended to demonstrate that the responses to the consultation had been 
listened to but questions remain: 

 
Remaining points of potential significance include: 
 

 An EU approach to establish common principles on which national 
solutions can be based 

 Efficient national co-operation among regulators proposed 
 Suggestion to incorporate the code of conduct in existing “national labels” 

which assign a certain transparency status 
 Umbrella organisations to develop seals of approval for members who 

adhere to the code of conduct (…) 
 Member States encouraged to hold (public?) awareness campaigns about 

risk of the NPO sector being misused for terrorist purposes 
 Commission to promote EU level co-operation and networks exchanging 

good practice 
 European Antifraud office (OLAF) to be involved 
 Guidance provided to the private sector to identify suspicious activity of 

NGOs 
 Simplified accountability and transparency rules should apply to smaller 

organisations 
 

 March 2006 Meeting in Brussels to discuss a proposed EU-wide conference 
entitled, "Transparent NPO Governance" – where the Code of Conduct and 
terrorism issues would be discussed. The meeting proposes setting up a 
working group to develop this conference which is now expected to take place 
in the first half of 2007. (It is NCVO’s understanding that this group has yet to 
be set up.) The minutes of the meeting can be accessed at: 
http://ec.europa.eu/justice_home/fsj/crime/forum/fsj_crime_forum_en.htm#tnp
og-30-03-06 

 
 

2. FATF 
FATF (Financial Action Task force is an intergovernmental grouping ( outside of 
the United Nations system of some EU states  - including Ireland40 and the UK - 
& others such as South Africa, USA, Japan, Australia, Brazil).   
 
(FATF Special Recommendation VIII) states that, 

                                            
39 COM ( 2005) 620  http://europa.eu.int/eur-
lex/lex/LexUriServ/site/en/com/2005/com2005_0620en01.pdf   
40 Lead government unit:  Irish Financial Services Regulatory Authority (IFSRA) [Financial 
Intelligence Unit] (en) 
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 "Countries should review the adequacy of laws and regulations that relate to 
entities that can be abused for the financing of terrorism.  Non-profit 
organisations are particularly vulnerable, and countries should ensure that they 
cannot be misused:  

 by terrorist organisations posing as legitimate entities;  
 to exploit legitimate entities as conduits for terrorist financing, 

including for the purpose of escaping asset freezing measures; 
and  

 to conceal or obscure the clandestine diversion of funds 
intended for legitimate purposes to terrorist organisations". 

 
What has happened so far 

 The UK will be reviewed for its compliance with FATF's 
guidance during 2007 - report expected December 2007- and it 
is expected that the UK government’s current review (see 
below) will be enough to demonstrate compliance with that 
international agreement.   The UK will also hold the Presidency 
of the FATF during 2007 

 NCVO has received written confirmation from the then Home 
Secretary  that any changes to the way charities are regulated 
as a response to  this FATF recommendation will be the subject 
of  open and transparent consultation. 

3. UK Government (Home Office and Treasury Joint Review) 
 
This current review is the main subject of this Report.  According to the terms of 
reference its purpose is: 
 
1. To review the vulnerability of the charitable sector to exploitation by terrorist 

abuse (financial or otherwise) and the scope for sector and government and 
regulatory activity to mitigate the threat. This will include: 
• The extent to which the charitable sector is vulnerable to terrorist financing 

abuse; 
• Areas of vulnerability within the charitable sector; and 
• The relationship between law enforcement agencies, the charitable sector, 

the Charity Commission and other stakeholders in identifying terrorist 
financing abuse and taking the appropriate actions. 

 
2. Make recommendations for a government strategy for the sector that will: 

• Disrupt and prevent terrorist capability at home and overseas; 
• Facilitate efforts to prosecute terrorist groups or individuals abusing the 

sector;  
• Protect donor confidence; and 
• Introduce safeguards to protect charities misuse by terrorist groups. 
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What has happened so far? 
 

 Statement from Chancellor of the Exchequer Gordon Brown41 13 February 
2006:  As part of a package of measures he announced "a joint review 
with the Home Office of how best to root-out terrorist abuse of the 
charitable sector and protect donor confidence".  This review is officially 
not connected to the parallel developments at FATF (global financial 
action task force) and EU level.   

 
 June 2006: “Consultation process” launched involving meetings with “key 

organisations” including NCVO and BOND.   
 
 NCVO formed an advisory group in October 2006 to feed into the process 

,ensure wide voluntary sector awareness of the review and call for a fully 
open and transparent Compact compliant consultation process with the 
voluntary sector as a whole.  This Report is the main output of that group. 

 
 Report expected in January 2007 which is likely to contain 

recommendations of reviewed procedures for regulating the behaviour of 
charities. (These recommendations will be addressed to the Home 
Secretary and the Chancellor.) 

 
 Some Umbrella organisations (including NCVO) invited to attend a 

meeting at the Home Office about the Review 14 December 2006. 
 
Nolan Quigley European and International Officer NCVO 
Nolan.Quigley@ncvo-vol.org.uk  
12 December 2006 
 

                                            
41   
The full press release which sets out details is at: http://www.hm-
treasury.gov.uk/newsroom_and_speeches/press/2006/press_10_06.cfm 
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Annex 2: Advisory Group on Terrorism and the 
Voluntary Sector.  Terms of Reference 

 
1. Secretariat support is to be provided by the European and International 

Officer at NCVO to the group.  
2. Members of the group are to be invited from a broad cross-section of 

voluntary sector organisations, think tanks and individual experts. 
3. The regulatory authorities will be invited as observers and provided with 

minutes and terms of reference and given opportunity to comment on the 
report. 

4. The group is to have a UK-wide focus. 
5. It will meet at least once in plenary or “summit” and can continue its work 

through e-mail contact.  Practical arrangements for the Advisory Group’s 
working methods and its agenda to be agreed by the group itself. It may 
for example choose to form 1 or more smaller working group(s) to develop 
the report with the final report being approved by the whole Advisory 
Group, either by email or in a second “summit” meeting. 

 
6. The Advisory Group is asked to:  

a. Summarise the process(es) thus far and react. 
b. Develop key messages on 3 themes: 

1. Legal: React to conflicting definitions of “terrorism, terrorist 
financing and terrorist purposes.” Comment on the 
presumption of risk underlying national and international 
approaches to this issue and the evidence on which this is 
based.  

2. Impact: The impact of anti-terrorism legislation and 
regulations on legitimate and beneficial NGO activity both 
here and of UK NGOs operating overseas.  Analyse 
evidence of targeting or profiling of certain types of 
organisations, in the present context, those which are 
active in Muslim communities and the impact of this. 

3. Regulator:  Examine the effectiveness and proportionality 
of existing measures to regulate against terrorist activities 
in voluntary organisations and charities. Assess the 
importance of continued independence of the regulator.  
Highlight the importance of Self regulation, good 
governance, and transparency within the voluntary sector 
itself. 

 
7. The Advisory Group is to produce a report which will set out its findings 

and respond publicly to the Home Office/Treasury Report expected at the 
end of 2006.  The Group will agree key messages to be used in media 
work.  Media releases are to be prepared by NCVO and Lord Plant as 
Chair and spokesperson for the Group is to approve all media output. 
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8. The final terms of reference were agreed by the Advisory Group itself at its 

initial meeting in London on 11 October 2006. 
 
 
 
Chair:     Lord Plant of Highfield  
Secretariat:   Nolan Quigley 
    European and International Officer 

    NCVO 
 
These terms of reference were agreed on 11 October 2006 at the summit meeting of 
the Advisory Group on Terrorism and the Voluntary Sector. 

 
 


